Version 5.1 (version naming structure changed) (15 th December 2015) 



NEW Enhanced security between Impero Server and Clients (full TLS/SSL upgrade) 

NEW AES256 encryption for remote control and audio sessions 

NEW Impero Server port changed to 3001 6 for upgraded security 

NEW Removed the Impero proxy 

NEW Improved recording playback application 

NEW Disable Impero under group settings has been changed 

KNOWN ISSUE Under iOS 9+ screens can only be viewed when Impero App is in foreground 

FIX iOS - issue that was causing app browser to crash on iOS9 

iOS - issue that was causing app to crash when viewing live thumbnails on iOS9 
FIX iOS - Windows 1 0 should now be identified correctly 

FIX iOS - Violation logging updated to be in line with cross-platform format 

iOS - Fixed an issue where user help was being incorrectly obscured when displayed in an 

edit box 

iOS - Removed animations from quick questions which was stopping answer from being 
displayed correctly 

iOS - Fixed a problem where the operating system was being incorrectly identified 
FIX iOS - Fixed an issue where access rights were not being correctly applied 

MAC - Client service does not attempt to reconnect to a fixed IP after disconnection. 

FIX MAC - Server IP fixed value does not always take priority 

MAC - Inputting special characters into a new group name causes console to crash. 

FIX MAC - Console access authentication 
FIX MAC - Client will not connect if not logged on. 

FIX MAC - Remote control window opens multiple windows. 

MAC - Minimise button not working when the remote control session is in full screen mode. 
MAC - Advanced page opened by default on advanced policy edit/create. 

MAC - Possible to change the type of policy items when they are being added / edited. 

WIN (Client) - Exam module crashing under certain scenarios when viewing results. 

FIX WIN (Client) - Website violations reason information being duplicated. 

WIN (Client) - Cancelling the console password box returns an incorrect password error. 

WIN (Client) - Advanced policies don’t work. 

WIN (Client) - Possible to browse AD when adding to a group. 

FIX WIN (Client) - Offline Exam editor missing. 

Version 5.1.05 (1 7 th August 201 5) 

NEW Enhanced security between Impero Server and Clients 
FIX Several security vulnerabilities identified and fixed 

FIX WIN (Client) - Console crashes when viewing thumbnails of remote computers. 

FIX WIN (Server) - Favourites tab fails to load on the server. 

Version 5.0.03 (13 th March 2015) 

NEW Sync with AD Usernames on Mobile Devices 

NEW New icon designs for menus and dropdown lists in the Impero Console 
NEW Thumbnail headers turn red when there are new violations 
NEW Thumbnail View: Added Operating System icon indicators to thumbnails 
NEW Whitelist support enabled in chrome extension. 

Added condition to make sure auto updates aren't being pushed to chrome devices. 

FIX Additional fix to ensure Chromebooks get policy updates 

Advanced Policies: Allow list policies will now have accurate column headers 

AUP: The Acceptable Use Policy will no longer display if the Impero Server is deactivated or 

the licence expires. 

Automatic Updates: No longer possible to enter a blank start/end time for scheduled updates. 



FIX Battery Level now reports ‘unavailable’ when OS is Chromebook 

Broadcast Screen: The "Select Record Area" window should now be correctly displayed when 
switching from another broadcaster back to yourself if "Portion of screen" is checked. 

FIX Can no longer enter a blank title for a chat session. 

Chrome extension: Impero web block now shows when blocked in incognito mode 
Chromebook: Live Chat Text when removing a user from chat session has changed. 

Client list: The print icon in the violation tooltip will now allow you to print to the selected 
printer. 

Confide Viewer: Added a minimum width to the "Assigned To" column, so the icon will always 
be visible. 

Confide: Prevented non image files from being selected when choosing a user avatar image 
Confide: The Confide icon should no longer become stuck under the Windows taskbar. 

Fixed a number of issues around the Chromebook client reconnecting after login. 

Fixed issue with Inventory: Results for exact match and match sequence will now be 
displayed correctly 

FIX Fixed an issue when registering a server in a USA time zone. 

Fixed an issue where broadcast would get stuck due to lost connection with the Impero 
Server 

Group Properties: Fixed an issue which may prevents groups from being listed when trying to 
set the "Move to Group" option. 

Impero Server: Confide Added a basic validation check when adding email addresses to 
confide users 

Impero Server: Convert mac power logs corrected grammar in message displayed to user 
Lock Screen: Prevented alt+tab/windows key + tab from being used when the screen is 
locked. 

Log Viewer: Export Items containing commas should no longer be spread across multiple 
columns 

Log Viewer: No longer able to drag and drop search results 

Log Viewer: Removed reference to double clicking results in searches as this functionality is 
not implemented 

Messages were being sent to all users and not the currently selected user. 

FIX Number of fixes around policies and Chromebooks. 

Patch Management: Increased timeout for all messages from 5 seconds to 15 seconds to 
reduce issues with larger databases 

Patch Management Reports: Corrected the spelling of ‘received’ in report details 

Patch Management: Applying profile changes will no longer cause another profile to become 

selected. 

Patch Management: Hovering over the pie chart in the dashboard will no longer display a 
"cross" cursor. 

Patch Management: The "Start Date" for reports will now default to the day before the current 
date, rather than a year before. 

Personal Groups: "Delete" will no longer be displayed next to each user within a Personal 
Group as it provides no functionality. Only the "Remove All" button can remove users unless 
the console is closed. 

FIX Personal Groups: The "Load User List" window can no longer be maximised. 

Personal Groups: Enabled the delete link, so teachers can remove people from their group 
and admins can remove from other peoples groups. 

FIX Remote control for Chromebook and viewing the same thumbnails. 

FIX Removed "UseV2Proxy" from resultant set of settings 

FIX Save Screenshot: Scroll bars should only be visible when required. 

Software Licencing: * Exporting entries with commas in the description will no longer cause 
text to be spread over multiple columns. 

The "Licence Type" will now be correctly displayed as text rather than a number. 



Version 4.2.19 (6 th January 201 5) 

NEW Changed the “only filter internet explorer web traffic" text to “use browser extensions for web 
filtering" 

NEW Floating bar can be removed if needed 



NEW Impero Server AUP: The size of an AUP will be displayed as a percentage in the bottom right 
of the editor. Large images will show their potential impact. 

NEW Inventory: 64-bit software products will now be displayed in the inventory 
NEW Risk Management Tab has now been moved to the groups tab 
NEW Users are notified when the port number is modified for Room Booking and Computer 
Availability 

"Action to perform when remote viewing..." drop-down will now be disabled when the option is 
un-ticked 

FIX "Find All" report in Inventory now returns correct results 

4. 2. xx builds will no longer delete setup files from updates folder, which was preventing 
automatic updates. 

Adding new user in Server Console Access Rights no longer gives the user Misc Privileges by 
default 

FIX Adding PCs by hostname to groups is now working correctly 

Advanced Policies: "Log Whitelist activation" will now correctly enabled/disable the other two 
checkboxes available accordingly. 

Block Policies: The censor policy and reason setting will now correctly work for all relevant 
block types 

Browser extensions: Duplicate website violations should no longer be logged 
Browser Extensions: HTML tags will now be correctly displayed in the block page 
Browser Extensions: Prevented blank website entries from being logged in the Log Viewer 
Chrome Extension: Lock Internet would result in conflict screen when opening Chrome on 
target PC 

Closing the prompt window will no longer bypass the denying of viewing remote PCs 
Computer list - Expand user - Missing Violations problem has now been fixed 
Computer List - Expand User - Violations - Add Notes no longer adds the note To Screenshot 
Column. 

Computer List - Violation notes will now correctly be written to the database 

Computer List view - Greyed out "Recent History" and "Violations" when an iOS client is 

expanded 

Computer List View - Prevented the block/close menu from appearing when right-clicking on 
an active window running on an iOS device 

Computer List view - Removed "Active Windows" block/close options from the Ul when an 
iOS client is selected, as these features are unsupported 

Computer List: Changing the "Status" of a violation will no longer cause display issues 
Computer List: Violation tooltip text box will no longer display a flashing caret when selected 
Computer List: Violations will now display the correct count and violations for the current day 
Console - Power Management - Mac clients are now visible in the power management report 
Console - Screen - View / Control - Screenshot - multiple screenshots are now correctly 
saved by ‘Save All" option 

FIX Console Alerts: Alerts should now be cleared overnight 

Deleted Files should now be logged correctly from local and redirected documents 
Disabling ‘Manage Policy items" in console access rights for a user now working correctly 
FIX Enhanced Security Exceptions window is now a fixed size 

FIX File Search: Nodes can no longer be dragged under other nodes 

fixed an issue where AUP policy caused a problem when large images were loaded 
fixed an issue where having a full stop in usernames resulted in blank confide viewer 
Fixed an issue with existing Power Management policies not displaying correctly after 
updating. 

FIX Fixed typos in MiMiC script and ‘resultant set of settings" 

Patch Management - We will now attempt to download patches again which are less than 
1 KB in size. If this download fails then the patch will be ignored for the current deployment 
schedule. 

Patch Management no longer gets stuck when downloading a patch update 
Patch Management: added a check for valid URLs in returned patches. 

Quick Question: maximising the answer window should no longer cover the task bar 
Remote Control -Removed unsupported remote control features from the control window, 
similar to the interface when viewing an iOS device 
FIX Risk management tab has had text corrections made 
FIX Run website: Browser selection now working as expected 



FIX Screen tab: View/Control will now open at the specified size 

Send/Collect File - Fixed an issue which would occur when displaying available drives 
Server-Settings-Console Access Rights-Add policies can no longer be bypassed using the 
active window list 

FIX Task Manager: prevented node drag and drop throughout 

Task Manager: prevented the ‘properties" window from covering the task bar when 
maximised. 

The issue where the risk management icon appears briefly when starting up the console has 
been fixed. 

The oldest connected client version will now be correctly displayed in the CRM after a 
webcheck 

The violation overview window will now show the violation trigger and type 
FIX USB tracking can no longer create a node within a node 

Violation Overview: Clicking the violations indicator in the computer list will now correctly 
display the violation overview on Windows 7 and higher. 

FIX Violation reasons should now be displayed in the alerts section 

Violation Tooltips: The toolbar at the bottom of violations should now always be visible. 

FIX Violation viewer no longer shows as ‘log viewer" in windows 

Violations: "Send Message" action when triggering a violation should now work for all violation 
types 

Violations: "Status" will no longer include underscores(_) in the status name 

Violations: Adding notes or changing the violation status/severity will now update the correct 

columns 

Violations: Export to PDF will now export correctly. 

Watch Recording: Columns widths for private and public records should now be the same. 
Watch Recording: The "Reason" column has been renamed to "Description" 

Impero Server - corrected error where it was not possible to click some items in the Console 
Access Rights 

Impero Server DB: Added a SQLite integrity check to log if any database corruption has 
occurred. 

FIX Impero Server: Display statistics window 

FIX Impero Server: Injection exclusions window can no longer be resized 

Impero Server: Prevented a potential exception being thrown when loading the Impero Server 
Inventory : issue where not all the computers results are displaying when searching for 
software has now been corrected 

Inventory: Fixed an issue where no search results would be returned for software products. 
Inventory: Results will now be returned for all versions of a software product detected by 
Impero 

iPad thumbnails should now be displayed when expanding nodes in the computer list view 
FIX Keyword violation popup now shows the trigger word 

Log Viewer (Legacy) no longer throws an unhandled exception when reporting on "All Dates" 
Log Viewer Database: An integrity check will now be performed when a connection to 
database is opened 

FIX Log Viewer: Custom Report - Violations - Dates Are now showing correctly 

Log Viewer: Custom report date selectors will now default to the current date, rather than 
25/03/2013 

Log Viewer: SQL Builder no longer has the option to maximise as it is a fixed size form 
FIX Mac: Group Access rights now save correctly 

Mac: Inventory action policy being setup or scheduled now correctly sets up an xml file for the 
MAC console computer, and no longer sends update information every 60 seconds 
FIX Mac: Mac settings file is now ‘read in" for proxy 

Mac: Popup messages to indicate that the console has lost contact or cannot establish 
contact with the server now only appear 3 times and then stop, rather than continuously. 

Mac: reporting an issue in confide shows correctly via the confide viewer. 

Mac: the sending of thread information from the MAC to the Server app has been altered to 
only ping every 1 minute rather than every 1 second 

MetroAppInterface - Resolved an issue where the MetroAppInterface would crash and then 
launch after 5 seconds causing user focus to be taken away from the current window. 

Multiple languages: Text is no longer missing from "Action to perform when users raise 'Minor' 
violations" 



Patch Management - A clean-up will occur once deployment has finished and will clear any 
stuck downloads. 

Patch Management - Added a 30 minute deployment timeout for patches to prevent patches 
from being stuck indefinitely in deployment. 

Patch Management - Added a check to help prevent the same patch request from being 
added to the available queue more than once. 

Patch Management - Added additional logging in the debug console to indicate when 
deployment timeouts occur. 

Patch Management - AutoUpdater: The GFI service will now be stopped before updating 
either the client or server. The service will then be started automatically by Impero. This 
should resolve issues with the GFI agent becoming misconfigured. 

Patch Management - Fixed a typo in the debug console "State changed too" is now "State 
changed to" 

Patch Management - Fixed an issue where "Stale" clients would still show a Patch related 
status in the Patch Management console e.g. "Scanning" 

Patch Management - Fixed an issue where if an exception was thrown when checking for 
available patches the whole deployment would stop. 

Patch Management - Patch Management: Fixed an issue where patches would not download 
if the site uses a proxy server until the Impero Server service was restarted. 



Version 4.2.14 (29 th October 2014) 

NEW Added a scroll bar to the extended information form in the Help area 
NEW Added Impero Remote Manager exclusions to default injection exclusions list 
NEW Admin log viewer - now able to control the time of scheduled reports 
NEW Computer Name and Host Name have been retitled as "Impero Host" and "Endpoint" 
respectively 

NEW Console access right by computer now gives option to choose to require password 
NEW Console Logs: The correct number of imported policy items will now be logged against the 
user 

NEW Default Groups now have an error explanation message when attempting to 
Enable/disable/schedule in Advanced policies 

NEW Error message now appears in Confide Server tab when ticking "use your own logo" but it is 
left blank and "Apply" button pressed with no image selected. 

NEW Exam export to CSV file now opens browser window to select save location 
NEW Introduced improvements for retaining the client full name when coming out of sleep 
NEW JPEG and an array of other image file types can now be seen in the explorer window when 
adding them to an AUP in the Server 
NEW Log viewer - Browsing of dates by arrow keys now available 

NEW MAC - "Take Control" And "Restore Control" Icon Button In Live Thumbnails Tab are now 
present 

NEW MAC - Ctrl-Alt-Del Button In Live Thumbnails Tab is now present 
NEW MAC - console access rights now allow access by computer name 
NEW 'Next' button changed to 'Register' button on Server introduction page after installation 
NEW Now possible to select a group to move a user to when they perform a violation 
NEW Patch Management: Disabled drag-drop for nodes in the reports tab 
NEW Patch Management: Prevented non-alphanumeric characters from being added to profile 
names to avoid issues 

NEW Recent history in client computer list view now updates every 2 minutes or upon violation - 
whichever occurs quicker 

NEW Remote controlling 0 computers will now produce an accurate error message 
NEW Resizing of the advanced policies window now can be stretched to allow all columns visible 
for policies 

NEW Run file/website now shows correct text of Windows 8 apps available in a dropdown list 
NEW Scroll bars now present and functional in Power Management 

NEW Separate and correct error messages now appear when exporting out of Log Viewer for 
different issues 

NEW Separate tick boxes for enable and a disable for AD/LDAP Control in Console Access rights in 
the settings tab on the Server App 



NEW Server Email settings now support common settings like SSL or TLS. 

NEW Standalone exam buttons now state 'new' and ’open’ when creating a new exam 
NEW The offline activation mechanism has been completely reworked and will now allow 
successful activations. 

NEW Users are now prompted to enter a message when attempting to send a blank message 
NEW Watch public recordings button is disabled when clicking on user or titles 
NEW YoulD Tab: Added prompts when users attempt to enable the YoulD password reset or auto 
login without completing all fields 

FIX Action to perform when remote contolling is now working correctly. 

Action to perform... box is no longer blank within Group Settings on the Mac Console 

All unlicenced items in the Server app console access rights now show "unlicenced" where 

applicable 

FIX AUP now displays correctly 

FIX Backup and Restore text now correctly states overnight rather than each week 

Block policy glossary text is now consistently termed as ’Description’ in all column headers 
displaying information on the violation 

Both monitors can now be seen correctly when remote controlling PCs with 2 monitors on. 

Broadcast from one open console to another no longer results in error message saying no 

computers selected when ending broadcast 

Broadcast Screen now correctly Cancelling With Windows 8 Pcs 

Changed "Remote Deploy MSI" to "Remote Deploy" as we support deployment of Mac 

packages as well 

Changed the Server registration wizard to allow upto 30 character passwords, up from 6 
Clicking enable on action list policy no longer brings up inaccurate error message 
Clicking Room Booking link no longer displays non-functional room booking page 
Client List: The visibility state of the "Bandwidth" and "Memory" columns will be correctly 
retained when restarting service or console 
FIX Clients no longer showing as offline after being left idle for a while 

Computer List: Thumbnails will no longer be displayed if users do not have the "Remote View 
Workstations" access right 

FIX Confide - Fixed tabindex when adding/editing users in the Reports tab 

Confide - No users defined message with incorrect capital letters has now been corrected 
Confide - removing a user without an image no longer causes Server to crash 
Confide - viewer no longer fails to load when Deleting list values on the Server tab 
Console - Live thumbnails - Thumbnail view scrolls to the top when a user logs on has been 
fixed 

Console - Log Viewer - issue where SQL Builder displays a black background when selecting 
a single data type has been fixed 

FIX Console Access Right-Access-Log Viewer Read Only issue has been fixed 

Console Logs: Logs for users should no longer be spread across two separate entries for 
each date 

Console-Admin-Remote Deploy-Add Directory Screen Tab Order has now been corrected 
Corrected issue where exporting multiple times from Inventory caused crashing 
Corrected problem of Console Access Rights disappearing when licence file removed from 
Server folder 

Custom Reports: Redundant "ColorMono" column will no longer be displayed. 

FIX ’Enable Account’ tab now opens even when no users selected 

Ending broadcast to windows 8 machines no longer leaves them as blue screens 
Ensured that the Impero desktop shortcut is always visible (not hidden) if "Hide Desktop 
Shortcut" is not enabled 

error message when adding users in Console Access Rights no longer appears 
FIX Exam export button now working correctly 

Exam Module: Unanswered "Essay" questions should no longer give the student a correct 
mark 

Fixed an issue where Confide appears to throw errors in 'lmperoSQLErrors.txt' if apostrophes 
are used in submission forms 

Fixed an issue where 'Fullscreen' did not apply fullscreen view on MAC console 
FIX Fixed an issue with server automatic updates 

Fixed issue in Room Booking where the user permissions tab did not show any tables - 
therefore no users could be added 



Fixed issue where Bottom of the screen was cut off in remote control when screen resolution 
is above 1368x768 

Fixed issue where Confide floating bar / button kept returning to default location on screen 
after being moved 

Fixed issue where in Computer list, battery status is displayed as a decimal number instead of 
a whole number 

Fixed issues where ticking/unticking console access rights for a user on the server - then 
clicking onto different users - carries over the tick/untick boxes to other users 
FIX Force update to latest version working correctly 

Grammar correction in dialog box asking if you are sure you wish to stop Server service 
Group access rights and console access rights now show correct information from Server to 
Console when making changes 

Highlight bar no longer defaults back to the top group in Console Access rights when 
changing Group Access Rights - existing groups 
FIX Log Viewer - Action button now anchored 

Log viewer - Custom reports no longer show multiple instances of 'more info' hyperlinks in 
each column of the results section 

FIX Log viewer - keyword and policy filters are now working correctly 

Log Viewer - Printed Documents: The "Copies" column is now populated correctly 
MAC - webpages that are blocked in policies now only show the violation block screen when 
triggering the violation and can no longer still see the blocked screen 
FIX MAC - adding a new group now works correctly 

MAC - adding items to the block list now appear in the correct block list columns 
FIX MAC - block list items are now blocked correctly 

FIX MAC - Change Group Settings Pop up Message Is no longer Missing. 

FIX MAC - Computer List - Properties - Time and Year is correct. 

FIX MAC - Computer list search now functioning correctly 

MAC - disabling groups and then clicking on that group no longer causes the console to crash 
MAC - enabling a policy in advanced policies no longer causes the list of policy items in the 
left pane to disappear 

MAC - Error message when trying to lock computers on entire network no longer displays 
twice 

MAC - fixed issue where Lock screen on network cable removal did not work on MAC 
FIX MAC - licence expiry date shown in corrected format 

FIX MAC - new groups now appear immediately 

FIX MAC - no longer possible to edit system policies 

FIX MAC - Not Grabbing XML Files From Server is now fixed 

FIX MAC - problem where it did not block items in block list has been fixed 

MAC - Remote control settings are now saved when closing then reopening a remote control 
session 

MAC - Right hand pane of policies is now refreshed when enabling a policy in advanced 
policies 

FIX MAC - Search Bar In Computer List is now present 

FIX MAC - support days now shown correctly 

MAC - The Impero tasktray no longer duplicates when expanding a remote control window 
FIX MAC - YoulD web login page now opens up correctly in Safari 

MAC - "More Than 3 Character" Pop Up Message In Advance Polices now appears 
successfully 

Mass Editor no longer deletes any items that are not part of the present filter when changing 
policies 

FIX Maximising the "Run File/Website" window no longer covers the taskbar 
FIX Multiple grammar corrections in Inventory 
FIX Navigation arrows in Confide server app are now fully functional 
No longer able to have functionality to remote control "own" PC 
FIX No longer possible to send tasks to 'No User Logged On' 

Offline Activation can no longer be done without entering a valid licence code from the licence 
field 

Patch Management - Scheduling a scan for future days now works correctly after adding a 59 
second tolerance to profile checks 

FIX Patch Management crash on opening Admin tab has now been fixed 



Patch Management now allows spaces to be used in Profile Names when editing them as 
well 

FIX Power Management - Not Generating Reports has now been fixed 

Power Management - Users can no longer select today as the start or the end date 
Power Management Product: Ribbon bar icons no longer all have text cutoff 
FIX Power Management tick box no longer present in Resource Logging 

FIX Power Management User Analysis reports now have corrected data 

Prevented drag and dropping within the Impero Server Console Log Viewer 
Prevented text from being entered into the Metro apps drop down box within the block list 
FIX Prevented the confide button from being maximised to fill the screen 

Problem corrected - after Finishing a Broadcast to a Console User "no active computers 
message box appears" no longer appears 

Problem where accessing room booking via a host name would load a non-working session of 
room booking has now been fixed 

Problem with Console Access Rights - Inventory Viewer - No difference between full and read 
only access has been addressed 

Problem with Console-Remote Control-multiple monitors still sometimes do not show up on 
the remote control has now been corrected 

Reactivate Server: Changed text to remove tags and add full stop at the end 
FIX Remote view/control - saving multiple screenshots now working correctly 
FIX Remove from Group spelling mistake corrected 

FIX Right click user properties menu - Maximised window no longer clips task bar 

Risk Management icon corrected for size and no longer spills over the top onto the Window 
header bar 

FIX Room layout tab fixed so that it appears when selecting/creating a group 

Run FileAA/ebsite: Removed text "Header Panel" so this is not displayed whilst the form is 
loading. 

Selecting 1 item in the SQL builder within Custom Reports in log viewer no longer produces a 
black screen 

Send message and Chat functions within the remote control window now no longer pops up 
message asking for all members of the group to receive the message/chat 
Server app - an issue where when changing the language in server app would cause the 
patch management user permissions to gain 3 additional sets of permissions has been fixed 
Server console access rights - ticking the box for adding a password to a user does no longer 
allow them to have full advanced policies access 
FIX Server End user agreement now shows correct dates 
FIX Sound will no longer be unmuted without the user’s intervention. 

FIX Spelling error corrected in Advanced Policies area 

FIX Spelling error corrected in Reactivate Code option in Server app 

Standalone Exam Module no longer crashes when ticking 'show all exams' when none exist 
FIX Support forum link now directs correctly to support forum 

The Quick Access toolbar button to toggle between basic and advanced view is now working 
correctly 

FIX The Request Assistance form is no longer resizable 

The size of the remote control window now correctly saves when closed and reopened. 

FIX Thumbnails no longer obscure text in computer list view 

Thumbnails/Remote Control - issue with "Action to perform when remote viewing or remote 
controlling" has been fixed 

Turning off 'allowed to Remote Control' in Server Console Access Rights for a user correctly 

lets the user open the remote control window without the Control button present 

Turning off block, allow and keyword detect policies on the console access rights in the server 

- now correctly prevents them from being displayed when right clicking on a group on the 

console 

Uploading a large image to Server to use as Confide custom logo no longer causes image to 
spill over onto Text box 

FIX User is no longer able to rename selected profile in Patch Management 

View by username button now disappears when clicking on Room Layout view 

Violations should be correctly logged when using the Impero Proxy with a "detect only" HTML 

content policy using firefox or Chrome 



Web upgrading from 4.1,x no longer results in loss of registration details and console access 
rights 

FIX Webcheck now working correctly on verifying product changes 

Widened the "Day" drop down box within Patch Management Profile Settings to 
accommodate "Wednesday" 

Workstation - Broadcasting - Clients can no longer use the Windows Key - Tab combination 
to bring up Flip 3D whilst viewing a broadcast 

Workstation-Blocking Windows Caption now correctly Hides the Vowels when set in 
advanced policies 

FIX YoulD password reset- browser window now has no right click functionality 

YoulD password reset button no longer keeps disappearing and reappearing from the login 
screen 

FIX YoulD password reset no longer shows debug information 
FIX YoulD server tab spelling mistake corrected 

YoulD: Corrected spelling and capitalisation within the YoulD tab on the Impero Server 



Version 4.1.26 (20 th August 2014) 

FIX Mac - Assign Task - pop up spelling mistake. 

FIX Spelling error in send file MAC 

FIX Mac - Advanced Polices - rename/remove button - crashing. 

FIX Server - Save changes grammar and spelling mistakes. 

FIX Policies not showing up instantly when created in Advanced Policies 
Mac - Quick Question spelling mistake. 

Advanced policies- 'New Schedule' button does not appear when applying a schedule for a 
policy 

FIX Mac - Confide reporter window can be opened several times. 

FIX MAC - Advanced policy error message spelling and grammar 

Mac - Mac tick all computers - power on all computers Is misspelt. 

Mac - When clicking on a group that is disabled it causes the mac console to crash. 

FIX Mac - Confide reporter not displaying images 
Mac - Broadcast does not work on mac. 

Mac - Cannot use the remote control/view feature under the screen tab on MAC console 
FIX Mac client -> mac mail program can stop a log out from completing 

When Patch Management is un ticked on the CRM modules - the server can no longer web 
update 

Changes to web update algorithm to allow future updates to new versions of the software 
FIX Delete an image from the attach dialog and thumbnails are not updated 

Patch management bug fixes issue where file download can start before file local file creation. 
FIX Refactored internal client timers. 

Now send extra client announcement after client comes out of power hibernation. 
LANGUAGE: all Server- Settings tab: Lock Screen and Misc. tabs are always in English 
FIX LANGUAGE: French. Enabling Action policy window appears in English 

Server-Patch Management-Only Installs The GFI Agent After Server Service Restart 
Power management reports run on a group correctly load and display correct data. 

Multiple click on the Violation overview window no longer causes it to crash when saving 
FIX MAC - Spelling error in Advanced Policies scheduling option is corrected 
MAC - Spelling errors in Action Policy now corrected 
FIX MAC - Save Screenshot grammar error now corrected 

MAC - Problem of not being able to add PCs to a computer group after it had been setup 
previously now corrected 

Having a semi colon in a Group name no longer causes room booking to fail to load 
MAC - Entering same word twice into block list no longer results in the word being deleted 
FIX MAC - Issue with not being able to remove policy items has been fixed 

Live Chat button removed from request assistance alert when user sending the request is at 
the logon screen 

FIX Missing image on Confide when reassigning Confide issues now fixed 
No longer possible for users to have minus pCredit amounts 

Scroll bar no longer continually reverts back to the top when entering commands in Mimic 



FIX Spelling mistakes in notes area corrected 

Password text box removed from Win7 and Win8 versions of lock screen 
FIX Password text box problem for unlocking screens has been fixed 

Inventory problem where it doesn’t indicate that a filter has returned no results has been fixed 
Errors with product name and machine name getting into the Severity column in Patch 
Management have been corrected 

Enable concurrent login text has been updated in resultant set of settings for consistency 
FIX Exporting from Log Viewer now shows timeline tab 
FIX Active blocks icon is now refreshing when changes are made 
FIX Block list form is now aligned with extra space removed 
FIX Columns now sort when headers are clicked on entire network view 
FIX Time now shown in violation overview field 

Command prompt can be closed without unnecessary additional questions for verification of 
closure command 

FIX Spelling error in deployment window on Patch Management has been corrected 
Fixed problem allowing scanning of PCs not in the profile in patch management 
FIX Grammar correction on enhanced security window in the server 
FIX Form sizes corrected in Block/Allow/Keyword group policy creation 

Keyboard can now be used to change left hand and right hand nodes in inventory 
Browsing console users using the keyboard now allows successful updating of check boxes 
with correct permissions in group properties 
FIX Advanced policies -email alert- spelling mistake corrected 

Broadcast screen icon now correctly reflects status of broadcasts 

Changing the lock screen custom image now works even if there are currently locked 

machines when the change occurs 

Exam module - order rank question - background image fitting screen. Control now resizes 
based on which is bigger. If the image is bigger than this size is used. 

FIX Offline Exam no longer crashes when importing an image 

FIX On OSX console can no longer expand IOS devices 

FIX Scheduled messages are no longer sent every time policies.xml is changed 

Patch management refresh - Groups automatically appear after creation without the need to 
refresh. 

The timeline check box now displays when printing from the log viewer. 

Open previous exam results - Clicking open results multiple times no longer causes the 
browse for folder window to queue up and appear numerous times 
Patch management deployment now has a space in the correct place in the deployment 
message 

Mac - Confide reporter causing the Mac console to crash. 

Inventory - Saved search filters are no longer visible to all users who log onto a PC 
Room Booking cancellation emails now contain the username of the person who cancelled 
the booking 

No longer possible to drag around the 'Add New Member' link when adding users to a group 
Message text typed in when requesting assistance is now visible in a column when viewing 
the built In alerts section 

Screenshot now available in computer list view when looking at a keyword violation where 
screenshot and record have been set to yes. 

FIX USB tracking icon text is no longer cut-off 

Requesting assistance at the login screen now presents a message stating that no other 
console users are online if there are no Console users currently logged in to help the user 
requesting help 

Confide now has a scroll bar in the text box to accommodate large amounts of text 
FIX Power Management - the last group in the array now appears in the reports tab 
FIX LogViewer will now filter violations correctly by severity 

Computer list view - applied policies is now showing correct numbers of policies enabled 
The Edit button now successfully saves amended policies when editing in Advanced Policies 
Button changed to reflect finished editing of Script rather than sending of script in MiMic script 
editor 

Scheduled policies icon no longer appears in the Active Block column when the policy has 
ended 

Scheduled policies no longer appear in the Active Blocks column until they are active 



FIX Text no longer has spill over in Log Viewer in Norwegian language 

FIX Text now fits within buttons in Pcredit in German 

FIX Text no longer cut-off mid-sentence in File Search in Spanish language 

FIX Text no longer goes behind tick box in print quota tab in Spanish 

FIX SQL custom report builder form can no longer be resized 

Corrected spelling error when trying to add a printer without entering its name in pCredit tab. 
No longer possible to press and hold right mouse button to prevent the timer shutdown 
occurring 

FIX Mac clients now showing website visited under recent history 

Remote login no longer fails when attempting to log into a Windows 8.1 PC which already has 
text in the login boxes 

No longer possible to attempt to rename Alerts built in group by right clicking on the group 
name to get the context menu 

Bypassing low and medium group policies working correctly allowing users to login and 
bypass lower policies automatically 

Scheduled mute action policies now successfully unmute after the policy completes it 
scheduled muted time 

Trying to setup an action policy to send message or YouTube redirect with empty text fields 
will now be met with an error message 

Send Message in advanced block policy now correctly shows the message to be sent in the 
'Action Details' field 

FIX Renaming of items no longer possible in Inventory 

FIX Grammatical errors corrected in save screenshot window 

FIX MAC - No longer possible to add a blank policy into the allow list 

FIX Collect file grammar errors now corrected 

FIX MAC - Computer column auto resizing now working correctly 

MAC - Performing actions to a group with no users in no longer causes the actions to execute 
to all members of the entire network 

FIX MAC - Broadcast screen no longer crashes if no users are selected 

Vertical scroll bar now present in Admin tab for changing passwords function 
FIX MAC - Serveripfixed now being saved correctly on a consistent basis 

MAC: Text corrected to 'Number of Concurrent Logins allowed' to be consistent with Windows 
version 

Tapping on chat text window on the Microsoft Surface tablet automatically brings up the 
virtual keyboard onscreen 

FIX Fixed issues caused by having usernames of only 2 letters 

Setting accessibility options over 100% no longer causes visible problems with Impero 
Console GUI 

Exported printed reports now contain search/ report criteria headers 
Power Management comparing averages now returns accurate results 
FIX Network location area is now more descriptive to user in the YoulD module tab 
FIX French language - Selected policies now run correctly 

Close button option on Floating form now longer appears as it is redundant 
T ransparency screen no longer causes flickering on screen when a screen is blanked at the 
same time 

Importing white list and allow only policies now shows a small status label for easy 
clarification 

Choosing columns in computer list view is now saved on user roaming profile for console 
FIX MAC: Tool bar buttons now have functionality for searching etc. 

FIX MAC: Applications in the block lists are blocked immediately after OSX start-up 

The send button remains available after the popup warning about no users being ticked 
appears. 

FIX MAC: The A-Z button is now working correctly 

Additional columns ticked as enabled by user stay with the user whenever/wherever they log 
onto a console again 

MAC: Column headers now have up and down arrows for sorting functionality 
FIX Re-ordering of group members no longer causes group members to be removed 

Show Idle Computers in Power Management now filters correctly when multiple dates are 
selected 

MAC: Computer list sorting/filtering re-ordering functionality now working correctly 



Server settings - Mail Server now has correct texts with capitalisation where appropriate 
Log Viewer Reports section now has corrected texts with capitalisation where appropriate 
MAC: Long answer texts received in Quick Question can now be seen without having to 
resize texts 

Patch Management reports tab now has scroll functionality along the bottom to view far right 
columns 

Server Console Access Right - Ask for confirmation on remote viewing non thumbnails now 
only asks once when clicking on remote target PC 

Assign task now shows status of to whom the task has been assigned to when sent after no 
users had been ticked and Yes answered to send to all users in the group 
MAC: Creating a group, then locking the PCs within the group no longer results in the unlock 
button being unavailable, nor the group disappearing when closing and reopening the console 
Remote controlling a target PC screen no longer causes a crash when a violation is triggered 
that performs recording of the screen 

FIX MAC: Computer names within groups are no longer shown incorrectly 

Exam now shows timed out messages correctly if an exam has timed out 
FIX Floating toolbar now has new Impero logo 

FIX Confide desk button now displays correctly on Microsoft Surface tablet 

Groups no longer refresh multiple times preventing the right click menu appearing 
Mass Policy editor has column header renamed to 'Description' to make it consistent with the 
same column in other areas of the product 
FIX Group members can now be deleted correctly when setting up groups. 

FIX Grammar within the Software Licencing window has been corrected. 

Text no longer cut-off in dropdown lists in Patch Management deployment sub tab 
FIX Admin tab is no longer visible in MAC console client 

The blank screen function in remote control no longer conflicts if lock screen is then enabled 
on the same PC 

FIX MAC: Sending out blank screen to target remote PCs now works correctly 
FIX Lock Screen now showing custom user messages 

Fixed issue for windows 8 & 8.1 PCs that now allows login screens to be locked and unlocked 
successfully 

FIX MAC: Power on PC commands sent from the MAC now work correctly 

MAC: It is now possible to power on offline clients individually within a computer group 
FIX MAC: Scheduling to run an action policy now working correctly 

MAC: Violations are now showing correctly when expanding the node of a user/PC in 
computer list view 

MAC: Fixed issue where it was possible to create keyword detection on a group but still click 
other areas of the console whilst keyword detection window was still open 
FIX MAC: Prompt now appears when closing screenshot window 
FIX MAC: Pressing thefx button no longer causes the console to crash 

MAC: Prompt now appears when a message is sent to indicate that it was successfully 
delivered 

MAC: My Groups no longer disappear when they are selected and then the left cursor key is 
pressed 

FIX Confide button no longer gets stuck behind the taskbar 
FIX Scroll bar added to description field in Confide Server Report tab 

FIX Scroll bar now works correctly when over 7 filters added in Inventory 

Confide case sensitivity issues fixed when logging in users 
FIX MAC: Prompt now appears when entering password with Caps Lock on 
FIX Inventory exact match searches bring back accurate results 
FIX Broadcasts no longer become stuck on client machines 

Viewing screenshots of violations no longer causes client crash when clicking out of the save 
screenshot window 

FIX Inventory export. Items no longer drag and drop within the window 
FIX Broadcast no longer allows control of target PC 

Apps launches with command prompt now appear successfully on machines running 
Windows XP 

Move to group option from violation severity options in workstation security is removed 
Exam module - Removing all answers no longer stops drop down box from working 



MAC: Server Console Access Rights now accept MACs as computer names instead of 
ignoring them 

Add new member text can no longer be dragged down list when setting up list of group 
members 

Remote one to one chat windows are now unique for each chat initiated to each user rather 
than all appearing on one for the console user 

Confide server options category headers now match confide viewer category headers in the 
console 

Exam designer - match question items now resize when a background image is involved 
Basic mode for user Console Access Rights on the server no longer resets disabled modules 
for users 

Closing the violation overview window no longer resets the violations for a user in computer 
list view 

Target machines no longer blue screen when pressing ALT+F4 during a broadcast 
MAC: Violations are now recorded in log viewer and displayed in the console 
FIX Mimic script now sends commands successfully for iCTRL and iSTART 
FIX MAC: Missing settings restored to Workstation settings on console 

Moving to different groups after violation trigger now works after adding new groups 
Room layout is saved successfully when service is unexpectedly stopped 
Broadcast no longer causes errors on target machines if network connectivity is lost 



Version 4.1.17 (1 st July 201 4) 

NEW Added TLS/SSL support to our email options. Added option for users to test these settings on 
the Server app 

NEW Force SSL traffic to by pass the Impero Proxy by creating a registry key 

NEW Implemented Policy Mass Editor 

NEW MAC new feature for Remote Control 

NEW Now added support to run and block Windows 8 Metro Apps 

NEW Proxy IP whiteiist function added to the server app 

Able to remove AD settings in Server App and apply without error caused by blank fields 
Added a timer so that logs are added to master database every two minutes if data has not 
already been added 

Auto update now updates Shell x64 and 32 folders to the correct location 

Broadcasting full screen of another user from a console on running on windows 8 fills console 

screen 

Clicking on tool icons in the full remote control ribbon are now much more responsive and 
perform immediately 

FIX Console ribbon bar updates when changing view from group to group 

Delete log files dropdown box now only has 30 days as the minimum possible value to select 
Event Viewer can be blocked in the Server App console access rights 
Find Files function in Admin tab shows the Begin search button correctly as 'searching' when 
performing the search and reverts successfully 
FIX Wake on Lan issues English and French operating systems 

Hidden console icons and system tray icons do not appear upon desktop startup for PCs with 
these settings 

FIX Improved Power management detection algorithm 
FIX Improved YoulD BHO Integration detection 

MAC remote control - icons now appear consistently spaced in the remote control window 
MAC: computer list - columns can now be sorted by clicking on the column header titles 
MAC: entire toolbar is now visible when opening a remote control window in default size 
MAC: remote control toolbar now has all icons available consistently arranged evenly across 
the toolbar 

MAC: remote control window - the 'Blank' screen option now has a drop down to illustrate to 
the console user that the blank screen is activated on a remoted PC 
FIX Metro Applications are listed in alphabetical order 
FIX Mimic scripts run on PCs that have no users logged on 

Not possible to close an exam in progress by exiting console to bypass security password 
upon next login 



Power Management -Show idle computers report no longer shows multiple instances of the 
same PC when sorting the report by Computer name 
FIX Ribbon bar now updates when group selection is changed 

Right click menu on a PC allows add or remove to the removable Media user group 
Room Booking now encodes the username and password to base64 to allow it to be sent 
over the network without losing any characters 
FIX Room booking usernames no longer case sensitive 

Saving screenshots in full screen remote control by clicking many times on 'Save to Disk' no 
longer crashes the console 

FIX The customer report button is now anchored to the window 

The option to tick/untick using old/new exam in the misc tab on the server is now correctly 
working and resulting in the appropriate exam loading in console 
FIX Unqiue thumbnail refresh fix for certain network setups 

Violation counts are no longer doubled when clicking the refresh button and correlate to log 
viewer with accurate figures 

violation counts now are correctly reset for each new day on PCs that are not logged off 
overnight 

When in thumbnail view: ticking various PCs - then changing to Computer List view keeps the 
ticks in the PCs selected 



Version 4.1.11 (17 th February 2014) 

NEW Fixed issues with Confide and sending ‘ in the reported message to the server. 



Version 4.1.10 (9 th February 2014) 

NEW Implemented SHOW soft keyboard on tablets (only with new keyboard icon). 

NEW Updated language resources. 

NEW Added two new splash screens. 

NEW USB tracking: No longer shows the groups you do not have access to view in Console Access 
Rights. 

NEW Added new, sharper Confide icons. 

NEW Added keyboard button to the chat window to display virtual keyboard when clicked, but only 
on tablet computers running Windows 8. 

FIX Improvements for broadcast: Only 1 0-1 5 at a time each second. 

FIX Fixed issue with creating archives - Confide now correctly supported. 

Fixed possible out of range exception when displaying client nodes for an ID that no longer 
exists in the system. 

Fixed issues with USBs becoming unblocked when encrypted devices are unlocked. 

Fixed issues with some of the USB tree views not displaying the devices because the size of 
the USB is 0 (if the device is encrypted but hasn't been unlocked). BitLocker detection is no 
longer supported on Windows Vista. 

Fixed custom text colour not working on Windows 8 lock screens. 

Fixed new Impero default lock screen showing old style on Windows logon and Windows 8. 
Fixed: Hide popups when section changed. Clean-up of event handles improved to reduce 
chance of too many handles on drop-down. 

'Match' question type resizes items when images are added and removed. 

FIX Removed phone number validation. 

Removed red font tags from power management csv exports. 

FIX Fixed Confide report not being in correct location. 

FIX Fixed icon on ‘remote deploy’ tool and on Room Booking reservation form. 



Version 4.1.09 (30 th January 201 4) 

NEW Lock screen: Updated branding. 

NEW Multiple proxy ports now supported. 

NEW Confide now compares usernames with case sensitivity. 



NEW Stopped USB tracking from checking if a USB is encrypted or not when on an operating 
system which precedes Vista (Bitlocker encryption did not exist). 

NEW Language translations: Expanded text fields for translated text. 

NEW Added ability to change YoulD URL. 

NEW Language translations: Quick access toolbar customised. 

NEW Fixed issues with the usage analysis tabs in French. 

NEW Language translations: Lock screen - text field made larger for translated text. 

NEW Language translations: Extended text field for translations - computer availability tab. 

NEW Language translations: Increased size of text boxes on security form. 

NEW Language translation: Increased size of ‘add user’ button to fit language translation. 

NEW Language translations: Workstation and console in connection tab. 

NEW Language translations: All rights reserved. 

NEW Language translations: Ask permission added. 

NEW Language translations: Quick Question answer form. 

NEW Added heartbeat starts to the power management calculations. 

NEW Added additional column to exam feedback display so username and computer appear 
separately. 

NEW Added pre-conversion check before any attempt to convert the databases. This checks how 
much room is left on the machine; if there is inadequate space, an error file will be generated 
to the system drive. This reveals how much space is needed and on which drives. 

NEW Check patch management licence on start-up and disable tab it not licensed. 

NEW Added YoulD interface changes - allows custom YoulD URLs. 

FIX Fixed timeline tree view resizing. 

Fix for errors getting thrown by Confide system (if an issue is not entered into the database, 
assigning users to the issue is redundant). 

Added fix to prevent incomplete room booking csv data from corrupting the system. 

Removed Thread Priority modifications for the Webserver. 

Fixed issue with excessive numbers of violations being triggered during website detection. 
Introduced a delayed violation system, which lowers the number of total violations and 
screenshots taken, while still ensuring accurate data is captured. 

Language translations - Fixed the width of deploy MAC software. 

Fixed ‘imagefromfile’ not keeping file handle while in use - .net requirement 
FIX Added exception handling to empty exception handlers. 

Fixed display of remote machines showing up the same as in the console. 

Fixed save exam to network drive. 

Fixed exam attachment not opening or saving the attachment returned by students. 

Fixed issue: Ability to drag members from a group which cannot be modified, to a group 
where modification is possible. Access is now not required to modify group members being 
relocated to another group. 

FIX Fixed issue with Webserver not starting up after being shutdown. 

Fixed issue with importing a group’s file that contains policies that do not exist in the policies 
file. 

FIX Fixed issue on resource logging notification box. 

Fixed issues with SQL database using several handles due to the process of data entry when 
sending logs to the database. 

Fixed copyright year, so it will always display current year. 

FIX Fixed issue with not being able to drag and drop into groups. 

FIX Fix for offline exam: Can now delete exams and questions. 

FIX Fix for drop-down not importing correctly from an existing question. 

Fixed issue with machine in patch management appearing without expand button if ‘install 
patches’ are 0 but ‘missing’ is higher than 0. 

FIX Fixed ‘unable to import offline exam’ if missing a file store. 

Fixed issue with inventory option Exact Match not returning any results because strings have 
been formatted in a different way. 

Fixed remote control: Remote control tool was being occluded off-screen when at a low 
resolution and in French. 

Fixed issue with Impero displaying an error message misinforming that a file had/had not 
saved to a network drive (eg. not saved when save has been successful). Added message to 
let the user know that the save was successful, but could not run the file - most likely due to 
access permissions. 



Fixes to power management heartbeat. Added extra space to report GUI to day/hour/minute 
display and translations area. 

FIX Fixed user usage tab not updating users when date changed. 

FIX Fixed exam hotspot only iPad compatible invalid. 

Fix for Room Booking stopping unexpectedly. 

FIX Fix for multi choice not displaying back image properly. 

Fixed issue with some Log Viewer searches executed by group failing to return data. 

Fixed ‘create screenshot’ code that was missing from previous check-in. 

Fix for exam export exam displaying an error when trying to delete system resource as a 
user. 

FIX Fix for export results trying to export to system desktop. 

Fixes for taking screenshots on ‘detect only’ violations, which spawned download windows for 
js and css files. 

Fixed: When a server completes a backup, any console left on overnight will refresh to 
remove the Ul of any old data from the previous day. 

Fixed issue with keywords policy name not being entered into the database when a violation 
occurs. 

Fixed issue with statuses on violations not being inserted into the database correctly. 

FIX Fixes for power management showing overlaps or inaccurate data. 

FIX Fixed exam attachments trying to save as tmp files. 



Version 4.1.05 (20 th January 201 4) 

NEW Basic mode: Added a button for Run File or Website. 

NEW Updated the Impero icons. 

NEW Expanded size of the Confide desktop button. 

Fix for taking screenshots on ‘detect only’ violations, which spawns download windows for js 
and css files. 

BUGFIX 2050: Export exam results now creates the file on export. 

Fixed issue with the group list not showing correctly in Computer Availability. 

FIX Hotspot colour is no longer mismatched in exam module. 

BUGFIX 1 875: Custom report categories are no longer duplicated in SQL Builder window. 



Version 4.1.04 (1 6 th January 201 4) 

NEW Power on PC is now Power On. 

NEW All button text separated onto two lines. 

NEW Updated language translations. 

NEW Confide ‘disable anonymous’ now works in all areas of the software. Updated text on the 
welcome text. All text now works on the login screen. 

NEW The YoulD reset credentials now only show when YoulD auto logon is enabled. 

NEW Added ability to disable touchscreen devices when taking control of a tablet device. 

NEW Added new Impero icon to exam window. 

NEW Basic mode: 

Broadcast button switches to cancel broadcast and back again. 

Quick Question no longer asks console access rights for rights to the exam. 

Fixed issue with patch management on expanding a machine node to view its patches. 
BUGFIX1 884: Fix in exam module for hotspot order to make the image appear first. 

BUGFIX 1960: Deleting an image in exam module from ‘attach dialog’ now updates the 
thumbnails. 

BUGFIX 1853: Fixed bug with the Confide usernames being case sensitive. 

BUGFIX 1872: Confide system disallows entry of a sub-classification against no classification. 
FIX BUGFIX 1686: Exam module now exports CSV files correctly. 

Translated text is no longer cut off when the console is viewed in certain languages. 

FIX The Please Wait dialog is now always removed on power management. 

FIX BUGFIX: Secure violation fix. 

BUGFIX: Changed timer on log off/shutdown form to solve stalling log offs. 

FIX Width of buttons is now fixed to 52 pixels. 



Version 4.1.03 (18 th December 2013) 



NEW Confide: Added mouse scrolling in report window. 

NEW Confide: Disable anonymous reporting via server application. 

NEW Added the ability to cancel upload of new file when attaching it to an exam question. 

NEW Confide: Tidied up reporting form, including adding username and computer name to the 
report, if anonymous is not ticked. 

NEW Removed use of Segoe font in Ul. 

NEW Patch management: Added menu for install and uninstall of patch management client. 

NEW Updated Room Booking file store with new logo file. 

NEW Added new branding to Room Booking lock screen. 

NEW Room Booking module now uses the Arial regular font. 

NEW Secure violation image implemented. 

NEW Updated branding on Impero server loading screen. 

NEW Updated the patch management icons. 

NEW Optimisation of computer list algorithm, including for large scale terminal server installations. 
NEW Exam module optimised for memory leaks. 

FIX BUGFIX 1881 : Fixed Send File crashing the console window. 

BUGFIX 1844: All import/export in exam module can now access network drives. 

BUGFIX 1 882: The importing file progress bar no longer shrinks the window when attaching 
files in the exam module. 

BUGFIX 1 835: Impero console window does not appear above the exam window. 

BUGFIX 1837: Fixed issues with AUP containing images on Windows 8. 

BUGFIX 1873: Fixed issue with broadcast to login screen on Windows 8. 

Fixed error when highlighting key words in exam module. 

FIX Fixed memory issue: Forms creating multiple references to images. 

BUGFIX 1834: Scheduled reports are now processed every night. 

BUGFIX 654: Send message - text field now has focus once the window is shown. 

BUGFIX 335: Fixed remote control freezing if record violation was turned off. 

FIX BUGFIX 1926: Fixed issue with incorrect reports for search result numbers. 

FIX Database conversation issue fixed when handling over 10 databases. 

FIX BUGFIX: File transfer now works with UTF-8 chars. 

BUGFIX 1892: Fixed issue regarding violation and confusion with applied policy mark-up 
clicks. 

BUGFIX 1832: Removed old branded icons in server application. 

BUGFIX 1885: Fixed issue which caused syncing problems between the console and client. 
FIX BUGFIX 1863: Removed old icons in the Confide system. 

BUGFIX 1921 : Fixed issue with Remote Control and surface tablets when set with high dpi. 
FIX BUGFIX 1 870: YoulD link now works with Mapped Drive locations. 

BUGFIX 1879: Fixed problem with Send File when sending to non-existent directory. 

FIX Confide: Changed selection of default user in the reporter window. 

FIX BUGFIX: Improved File Handling for accented characters. 

FIX BUGFIX: Fixed a settings file synchronisation issue due to Room Booking. 

BUGFIX 1837: Fixed issue with AUP regarding images & Windows 8. 

FIX BUGFIX 1 856: Changed text for Active Directory settings tab. 

Improved server back-up process by zipping database files first. 

FIX BUGFIX 1 841 : Removed unused default text message for lock screen. 

FIX BUGFIX 1 850: Print logs now display in the correct column. 

BUGFIX 1849: Log viewer now displays Todays Violations correctly. 

Database optimisations made when Impero server service is locking and unlocking access to 
the database. 

BUGFIX 1855: Fixed issue with IE loading intranet websites in compatibility mode. 

BUGFIX 1 975: Drop-down no longer shows the first item as blank when opening old drop- 
down question. 

BUGFIX 1878: '&’ symbol now appears in answer fields on the exam module. 

BUGFIX 1864: Fixed issue with the server application hanging when deleting last list value. 



Version 4.1.02 (1 st December 2013) 



NEW Updated the client software with the new branding. 

NEW Updated the server software with the new branding. 

NEW Injection code now supports Windows 8.1 . 

NEW Room booking interface updated with new branding. 

BUGFIX 1825: New error checking to ensure that patch management hotfix data reports 
correct data. 

Fixed legacy log viewer displaying an exception. 

FIX Basic mode fixes, including visual and checking of the licence. 

BUGFIX 1821 : Fixed console constantly refreshing. 

BUGFIX 1 824: HTML code in Applied Policies column has been removed. 

BUGFIX 507: Pressing enter or return now causes the login message to be sent. 

BUGFIX 620: Console - Log Viewer - when cancelling an . ISF load, the custom report builder 
no longer closes or runs the ‘top 200 violating users report’. 

BUGFIX 646: Duplicate usernames now checked on the disable/enable/change the password 
box to prevent repeated changes on the same account. 

BUGFIX 722: Logged out users can no longer be added to the user to chat window. 

BUGFIX 335: Fixed remote control stopping on size 75% and 100% in certain circumstances. 



Version 4.1.01 (20 th November 201 3) 

NEW Patch management: Replaced refresh icon with new icon. 

NEW Patch management: Added refresh and remote control to patch management window. 
NEW Added new basic and advanced icon. 

NEW Added rebranded icons, including Confide viewer icons. 

NEW Refactor of internal code to CPU, handles and memory usage and of internal warning 
messages to help with connection of clients. 

BUGFIX 1592: Fixed links to website from within Impero due to change in the website 
structure. 

BUGFIX 1794: Fixed issue where French systems did not allow printing credits to be set to 
‘unlimited’. 

BUGFIX 1796: Fixed thumbnails appearing randomly as groups are changed. 

BUGFIX 1495: Power management - data processed and displayed more efficiently. 
BUGFIX 1 652: Fixed issue where broadcast would not end on a client machine. 

FIX BUGFIX 1791 : Fix for remote login on Windows 8. 

FIX BUGFIX 1787: Fix for the inventory filters on multiple languages. 

BUGFIX 1751 : Ability to remove last entry in Advanced Policies, when sorted. 

BUGFIX 45: Fixed Task Manager CPU usage reporting incorrectly on some configurations. 
BUGFIX 1474: Licence modules now associate to the correct parts of Impero. 



Version 4.0.22 (27 th November 201 3) 

NEW Active Directory - Added a feature to skip Active Directory group checks when the Impero 
Client first starts. To enable this feature you need to create a value in this key on the client. 
"HKEY_LOCAL_MACHINE\SOFTWARE\lmpero Solutions Ltd\lmperoV3". Create a String 
value "SkipADChecks" with a value of 1 to enable this feature. 

FIX Patch Management - Improved message passing protocol. 

FIX Legacy Log Viewer - Fixed a bug in report generation. 

Patch Management - Improved the update speed of the client status field. 



Version 4.0.19 (27 th November 201 3) 

Performance - Users should see a noticeable increase in performance due to memory and 
disk optimizations. 



Patch Management - fixed an issue where some users could not activate their Patch 
Management licence. 



Version 4.0.17 (27 th November 201 3) 

Power Management - Fixed potential problem with large amount of logs requested for power 
management not coming back with data. 



Version 4.0.16 (27 th November 201 3) 

Power Management - Able to generate much larger reports now. 
Active Directory - Computer groups are now detected at logon. 



Version 4.0.14 (27 th November 201 3) 

Patch Management - Added more error handling and automatic restoring of settings if lost. 
Remote Login - Remote login should now get the correct child window of the winlogin 
desktop, will fix issue with CC4 environments. 

Mimic Script - When Ctrl-Alt-Del is disabled the username input box on the login desktop 
sometimes loses focus. We now force focus to the username input box before we send a 
mimic script. 



Version 4.0.13 (7 th August 201 3) 

NEW Registry Settings for Server IP 

NEW Log Viewer (Archive Database; Display by Dates, Users or Computers; Quick Sort; Quick 
Thumbnail; Assign Status; New Reports; and custom SQL builder). 

NEW Clear All Button in Group Policies. 

NEW Outlook and Outlook Express - Email scanning added to written word detection policy. 

NEW Console Access Rights - Now hide the relevant buttons for the console user. 

NEW New Action Policy - YouTube Education redirection support. 

NEW Live Chat - Add users to existing chat sessions and export chat logs. 

NEW Inventory - Save and load search criteria. 

NEW Group Settings - Show/hide Impero desktop shortcut. 

NEW Group Settings - On X number of violations, move user to group Y for Z minutes. 

NEW Policies can be imported/exported. 

NEW Group Settings - On X number of violations, do Y action for Z minutes. 

NEW Power Management - New "Show idle computers" reporting options. 

NEW Digital Signage - Available computers in groups can now be displayed on the available 
computers website. 

NEW Console Colour Tint - Users can change the colour of their consoles. 

NEW Personal Groups - Can have their import directory setup. 

NEW Broadcast Screen now works on logged off computers. 

NEW Send Message - Now has a sender field. 

NEW Alerts can now be sent to console users in specified groups. 

NEW Enhanced Security settings allow administrators to control who can turn off and uninstall the 
Impero services. 

NEW SQL Database for logging - Logging system has been moved onto a SQL database. This 
increases performance and allows for more report customisation. 

NEW Multiple Acceptable Use Policies - These can be added on a group by group basis. There is a 
Policy editor on the Impero server. 

NEW Offline Logging - Clients disconnected from the Impero server cache any logs and will upload 
them to the server when it reconnects. 

NEW Patch Management feature. 

NEW Remote Control Settings - Now saved on the local computer. 



NEW Console users can now choose which language they want to use. 

NEW Connection - If ServerlPFixed.txt exists, Impero will only attempt to connect to the IPs 
contained within the file. 

NEW Languages - Japanese, Dutch and Arabic language support added. 

NEW Connection - ServerlPFixed.txt can now contain multiple IPs and will attempt to connect to 
each one in order, until a connection is found. 

Console does not lose focus when sending messages. 

FIX Changing the default language now applies to any open consoles. 

FIX Language file updated with a number of changes. 

Active Windows - When closing an active window it will automatically tick the computer. 
Horizontal scrollbars now displayed on a client message window. 

Collect Files - Reports back the correct total of selected machines. 

Live Thumbnails - Remembers the thumbnail size settings after you have closed the console. 
FIX Remote Control - Stretch now disabled in 75%. 

Quick Question - When a console user closes the quick question window, the client’s question 
window will also close. 

Advanced Policy - Can import larger text files without the console crashing. 

FIX Enable/Disable Windows Accounts - Changed text to match the window. 

Lock and broadcast screens no longer fight for the main focus when deployed at the same 
time. 

Advanced Policy - Can import larger text files with out the console crashing. 

Block and close button now always appear when selecting a window in the active windows 
list. 

FIX Power Management - Improved detection of hibernation times. 

PCredit - When printing in Adobe Reader, the PCredit message does not appear behind the 
Adobe Reader window. 

MIMIC Scripts - No longer adds a blank line when using the quick command buttons in the 
editor. 

Power Management - Remembers the double rate when saving report settings. 

FIX Remote Control - Better detection of the Windows key. 

Advanced Policy - When record action set it will now record both monitors if present. 

Alert on less than 200MB no longer checks the A & B Drives. 

FIX Request Assistance - Now set to the top window on the login screen. 

Log Viewer Tabs - Now show the total number of items when tab is clicked. 

Non-logged in users can be added to a group via the right click context menu. 

We now release any file lock on images inserted into send message window (after the 
message is sent). 

FIX Added “clear” buttons to “quick policy edit” windows in the group menu. 

FIX Live Thumbnails - Takes Remote Control access rights into account. 

Impero client service checks if lmperoControlServer.dll exists;if not, it will create it. 

"Please enter a new password" is now complete on the Server Activation wizard 
FIX “Recent items list” will translate when the console language is changed. 

During a language change, the ribbon bar will close to allow the layout to refresh for the new 
language (even if set to stay open). 

Computer List - iPad, iPhone and iPod touch (IOS) clients listed in the console are no longer 
expandable. 

Can export all categories from the inventory. 

Impero service resumes correctly after a computer comes out of sleep mode. 

When editing an action, policy item now loads the item editing in the drop down menu. 

Client Cleanup - When the window first opens it will default to 7 days ago. 

Console - Stopped a number of visual elements within windows from being dragged. 

Console Access Rights - No longer allows access rights with the same name. 

Only clients which a user has access to will be visible in the console. 

Power Management - The power off schedule button no longer greys out if the on/off button is 
repeatedly clicked. 

Computer List - Linder “recent history” empty lists can no longer be expanded. 

Console - Tooltips no longer displays several times when hovering over ribbon bar buttons. 
FIX Fixed ability to use the right click context menu to add to a group. 

FIX Removed the Impero proxy exception from activation wizard. 



Power Management - When renaming a group, any linked Power Management policies are 
renamed automatically. 

FIX Violations Group - Fixed computers stay ticked after leaving the group. 

Violations Group - Clear Violations now clears all of the violations listed in the group. 

FIX Power Management - Remembers the monitor idle time. 

Detects machines ticked under thumbnail view so that actions can be performed against 
multiple machines. 

FIX PCredit - Improved colour/monochrome print detection. 

PCredit - 32bit apps printing on 64bit operating systems are now detected. 

FIX Improved Power Management. 

Console Logs now log all actions. 

Connection - If serveripfixed exists and Impero cannot connect to the IP specified, Impero will 
not attempt to find another Impero server; it will wait until it can connect to the specified 
server. 

Remote Control - Keyboard input now works when changing from 25%/50% to fullscreen 
when controlling. 

Monitor Detection - Impero now actively detects changes in client monitor setup, and relays 
that information to consoles to prevent issues with remote viewing of multiple monitors. 

FIX Record Screen - Now records all monitors. 

Screenshots - Now takes a picture of the whole desktop when triggered via violations. 

FIX Log Viewer - Fixed minor issues when searching via "ALL DATES". 

Block Removable Media - Fixed blocking of multiple devices. 

Power Management - Report exports now work correctly for a small number of computers. 
FIX Deploy MSI - Improved detection of MSIs being deployed. 

Exam - Console users have the option to hide the first question when loading exams; clients 
cannot view answers before the exam is started. 

Assign Task - Now notifies console user that they are trying to close the task window when 
tasks are still pending. 

FIX Quick Policies - Added “clear” button on quick policies. 

Policy Items - Does not allow a policy item to be created with the same name as an existing 
policy, until the name has been changed. 

Remote Login - Impero remote login now works with the language bar visible on the logon 
screen. 

Power Management - Power Management policies now stay linked with a group when the 
group name changes. 

Multiple chat window name conflict fixed. 

Power Management - Monitor off policy settings now changeable. 

Improved the identification of ticked computers/users within the console. 
CPU/Bandwidth/Memory columns in console now turn grey when a computer is shutdown or 
when a user logs off. 

Server now tests changes to the AD server address / logon details before applying them. 
Exported exam results now provide more data about the exam, not just the user grades. 
Assign task improvements on client side to fix duplication of tasks and missing descriptions. 
FIX Assign task on console side has extra validation when creating tasks. 

Impero no longer loses focus in certain circumstances, eg. Send Message. 

FIX Remote Control - Now supports multiple monitors in 75%. 

FIX View/Control can now open 50% and 75% sized windows. 

Reason in group" in user preferences now displays if a reason has been given. 

Violation Overview window - Now displays the date of the violation, as well as the time. 
Layout Tab - Fixed issue where computers will disappear of screen when dragged down 
outside the main view. 

Custom SQL Builder - The Labels on the custom SQL builder now display the correct 
information. 

Changed label on the custom SQL builder as was displaying incorrect information. 

Resized the quick Block/Allow and Keyword windows to improve justification. 

Block and close button now always appear when selecting a windows in the active windows 
list. 

Power Management - Improved detection of hibernation times 

PCredit - When printing in Adobe Reader the PCredit message does not appear behind the 
Adobe Reader window. 



FIX Assign Task does not close down until all the tasks have been ticked. 

FIX Remote Control - Better detection of the Windows key. 

Dragging members into a group now follows access rights set for the group. 

Power Management - Remembers the double rate when saving report settings. 

MIMIC Scripts - It no longer adds a blank line when using the quick command buttons in the 
editor. 



